OFFICE OF INSPECTOR GENERAL
U.S. HOUSE OF REPRESENTATIVES

VACANCY ANNOUNCEMENT
Position: Information Systems Auditor Announcement Number: 1G-07-03R
Salary: $90, 619 - $102,544* (HS-11 to HS-12)
*Commensurate with qualifications and experience Location: Washington, DC
Area of Consideration: All Sources FLSA Category: Exempt

OPENING DATE: Reannounced* November 16, 2007

CLOSING DATE: Open Until Filled

*We will begin reviewing applications December 1, 2007 for this position and every two weeks until the position is
filled.

Job Summary: Incumbent serves as Information Systems Auditor responsible for the day-to-day
accomplishment of assigned audit tasks required in evaluating U.S. House of Representatives information
systems activities.

Major Duties:

1) Performs work within the assigned audit area, reviewing identified areas, executing audit
approaches, and identifying audit findings and making recommendations for corrective action.
Documents audit results in well maintained workpapers. Reports results to management
through well written audit reports, and other oral or written presentations.

2) Performs information systems audits of general and application controls, data integrity, system
development life cycle, acquisitions, information resources management, etc.

3) Configure and run operating system test scripts on Windows or Unix-based individual servers
and workstations, analyze the data produced, and interpret the results. Modify and test
operating system interrogation scripts as needed.

4) Configure and run software programs or automated tools to probe networks for security
vulnerabilities, analyze the data produced by those tools, and translate that data into validated
audit findings.

5) Assists in proposing short- and long-range information systems audit plans and priorities for
the Office of Inspector General and assists in initiating actions to improve Information
Systems audit coverage, quality, effectiveness, and the usefulness of audit reports.

6) Perform additional audit tasks in the identification and evaluation of operating systems,
application software and network protocols as required.

Requirements: Experience and knowledge of information systems; information systems security;
information systems management; information systems auditing; computer operating systems, and
network protocols. Additionally, must have a minimum of 24 semester hours of accounting (may include
up to 6 semester hours in business law); as well as skill in (i) establishing and maintaining effective
working relationships with high-ranking officials and (ii) effective oral and written communications. The
auditor will make formal and informal presentations regarding the nature of the audit work to auditee
management and other interested personnel.



QUALIFICATION REQUIREMENTS:
Applications submitted without a separate statement, which specifically addresses each of the following
KSA’s will not be considered.

1.

Knowledge of generally accepted government auditing standards (GAGAS) to ensure plans and
procedures are in accordance with government auditing standards.

Knowledge of and experience in the application of concepts, principles, practices, and techniques
of auditing, including preparing and/or evaluating audit reports and supporting workpapers.

Knowledge of theory concepts, and practices of auditing information system security to apply this
knowledge to a very broad range of complex assignments.

Experience in conducting security audits of IT operating systems, applications, and databases ,
including experience in operating vulnerability scanning software, interpreting scan results, and
issuing recommendations to mitigate vulnerabilities.

Work Environment and Physical Demands: The work is usually performed in an office environment.
Overnight travel is rare and limited to attending required training not offered locally. The work is
primarily sedentary. There may be some walking in, to, and/or from House Office Buildings, or other
buildings and facilities of the Capitol Complex.

Supervisory Controls: Incumbent reports to the Director of Information Systems.

Additional Requirements and Information:

1.

2.

3.

4.

5.

Must be eligible for and maintain a Secret Security Clearance (U.S. Citizen)
Relocation expenses will not be paid.

Office does not have a Telecommute Program.

This is a drug testing designated position.

Professional Certification desired.

SUBMIT RESUME (INCLUDE COPIES OF COLLEGE TRANSCRIPTS,
CERTIFICATIONS (CIA, CISA, CISSP)) and KSA’s FOR CONSIDERATION IN ONE OF THE
FOLLOWING MANNERS ONLY:

FAX: (202) 225-4240

Email: HouselG@mail.house.gov

Hand Deliver to: 400 D. Street SW (Ford House Office Building)
Room 386
Washington, DC 20515-9990

Point of Contact: Jaima List or Debbie Hunter (202) 226-1250

DO NOT MAIL resumes. External mail, even when sent through UPS, DHL, and other couriers or
overnight delivery services is delayed due to security screening.



